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Smartphones Shipments vs PCs

B SMARTPHONES B DESKTOP PCS

500 | | | al
million FIGURES ARE ANNUAL SHIPMENTS "
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You really can’t afford
to ignore the
| smartphone revolution. ||

2007 2008 2009 2010* 2011° 2012* 2013* 2014

#2010~-2014 ARE FORECRARSTS, SOURCE: 1DC

Source: International
Data Corporation (IDC).
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Devices Come With Cheap
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Mobile Devices Come With Cheap Powerful Sensors

Microphone

Camera

Network connectivity Noise level monitoring, Activity

(conversation, driving)

Accelerometer

GPS

Compass

Proximity
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Mobile Devices Come With Cheap Powerful Sensors

Microphone

Camera

Network connectivity Physical movements: running, walking,

driving, standing, ...

Accelerometer

GPS

Compass

Proximity
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Mobile Devices Come With Cheap Powerful Sensors

Microphone

Camera

Network connectivity
User’s location

Accelerometer

Compass

Proximity
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Mobile Devices Come With Cheap Powerful Sensors

Microphone

Camera

Network connectivity |dentify where a physical activity occurs,

Mode of transport, ...

Accelerometer %

GPS

Compass

Proximity
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Mobile Devices as Sensors for Contextual Data

What time you wake up Where you are now
(bar, home, hospital, meeting room)

Current temperature Where is your home

Where you work Where you go for lunch

The people you interact
with
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Mobile Devices as Sensors for Contextual Data

What time you wake up Where you are now
(bar, home, hospital, meeting room)

Where you work |/ Where you go for
lunch

The people you interact
with

Data
Aggregation

How diseases might spread @ How people interact = How quickly traffic is moving

12
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Mobile Devices Enable Participatory Data Collection

Central So L
African Sudan Vi

o et Ht ! . “Outbreaks Near Me”
http://www.healthmap.org/en/

® Citizen science: Mobile phones + People = Data collection
about interesting aspects e.g., health, culture, environment, ...

® Enabled by: >6 Billion Mobile Phones & >7 Billion People

® Resource sharing possible: Not limited to high-end devices
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Near Realtime Data Collection & Information
Dissemination

Example 1: Environmental monitoring - using sensors to collect data about
noise level, temperature, humidity, e.t.c.

N W 5 Ll 3 01:40 o' D) ol 9 T 01:34
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GPS: Waiting for fix N , P 00:02:03
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Near Realtime Data Collection & Information

Dissemination

Example 1: Environmental monitoring - using sensors to collect data about
noise level, temperature, humidity, e.t.c.

W % ™S 01:40

NoiseTube - VUB Brussels

http://www.brussense.be/
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Near
Disse

Realt

Mminati

me Data Collection & Information

Oon

Example 2: Health care: near realtime reporting & tracking of disease
outbreaks, people movements, monitoring public health threats e.t.c.

Disease

Location

4.89,54.88

Email

Summary

example@mail.com

Eaffl & s:00 Pm

e
=

“Outbreaks Near Me” app -MIT Media Lab

http://web.mit.edu/press/2009/outbreaks-app.html

Manual Data Collection

Description

Automatic Tagging
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Data Collection & Information

Example 2: Health care: near realtime reporting & tracking of disease
outbreaks, people movements, monitoring public health threats e.t.c.

Measles

2 HealthMap

“Outbreaks Near Me” app -MIT Media Lab

http://web.mit.edu/press/2009/outbreaks-app.html

Ebola
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Developing Software for Mobile

Devices
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World-Wide Smartphone market share outlook (%)

100%
N \\
80% \
70%
0% N e Android
------ Windows Phone
0% T N T e i0S
w ------ BlackBerry
e Y Android OS and iOS | ...... Other
power over 80% of
30%
today’s smartphones
209/0 A L ITTI TN, PP
10% . o
0%  —— . T T T T T 1
2006 2007 2008 2009 2010 2011 2012 2013 2014 2015 2016 Source: Wikipedia
+ International
20 Data Corporation
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What is Android OS?

Linux-based mobile operating system developed by
Google:

e Runs on smartphones and tablets
e It is Open Source

e Application development mostly done in Java

aNO0OID programming language

http://developer.android.com

21
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Provides Frameworks to Enable Access to Sensors

Camera

> Haipai

j 50 | Network connectivity
WholesaleOnePiece.com.
) PR
854 x 480 pixel
@ @ 3G L3 GPS

108
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The Android Software Stack

APPLICATIONS

Contacts Phone Browser

APPLICATION FRAMEWORK

Window Content

Activity Manager Manager Providers

Telephony Resource Location Notification

Package Manager Manager Manager Manager Manager

LIBRARIES ANDROID RUNTIME

Surface Manager Media SQLite Core Libraries
Framework

OpenGL | ES FreeType WebKit Egl ! "! I 'l !55

Machine

SGL SSL libc

LINUX KERNEL

Display

Driver

Flash Memory Binder (IPC)

Camera Driver ! .
Driver Driver

: e Audio Power
Keypad Driver WiFi Driver Drivers Management

[1] http://developer.android.com/guide/basics/what-is-android .html
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When Mobile Computing Meets Research Data

Opportunities:
® > 0 Billion mobile phones & > 7 Billion people
® Hardware capabillities (sensors, multitouch screens, connectivity...)
® Participatory data collection (citizen science)
® Near realtime data collection & information dissemination

e Advanced application frameworks

Challenges:
® Privacy
® Data costs

29
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Part Il; 10S Platform
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What is i0S?

Apple’s mobile operating system that runs on
iIPhone, iPad and iPod touch devices.

Built for multi-touch interactions: responds to
gestures (e.g., swiping, pinching, and tapping).

31
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What is 10S7?

Sensors enable building “intelligent” apps (e.g.,
location-aware apps)

% ] Compass

) % " Accelerometer

‘ Camera

32
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Comes with a Number of Built-in Apps

Photos, Calendar,
Mail, SMS, Music,
Maps, ...

33

Friday, February 1, 13



Software

Development Tools for the 10S

The I0S Software Development Kit (SDK)
contains the tools needed to develop native apps.

Xcode Is the development environment.

Freely available for download from Apple’s developer portal
developer.apple.com

34
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IOS Technologies are Packaged as Frameworks

1T @ 12

Maps Media Player Address Book
Games Passbook Kit Core Iioéation

—r el
(S
YT -
- . -,
-~ —_—
ﬁ

Image Kit Facelbook Ul Kit

35

Friday, February 1, 13



Two Kinds of I0S Apps

Native 10S apps Web apps

Carrier = 2:01 AM —
HTMLS/CSS3 Mobile Web App - List View

iOS Development

MobICraNT Lecture Series on Web Security

I0S D
MobiCraNT User Committee Workshop evelopment

MobiCraNT Lecture Series on Web Security

Kick-off Meetlng MobiCraNT User Committee Workshop

Kick-off Meeting

36
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Two Kinds of I0S Apps

Native i0OS apps

Carrier =

iOS Development

MobiCraNT Lecture Series on Web Security

MobiCraNT User Committee Workshop

Kick-off Meeting

 Resemble the built-in apps.

* Are built using Objective-C

programming language .

e Have access to t
hardware capabi

ne device’s

ties (e.qg., GPS).

 Distributed via app store.

37
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Two Kinds of I0S Apps
Native i0OS apps

 Resemble the built-in apps.

* Are built using Objective-C

programming language .

e Have access to t
hardware capabi

ne device’s

ties (e.qg., GPS).

 Distributed via app store.

Installed on the device

like a built-in app.

38

Friday, February 1, 13



Two Kinds of I0S Apps
Web apps

Carrier = o

ot s L  Run inside a web browser
T woron e Are built using HTML, CSS, HTMLS5,
and JavaScript.

MobiCraNT Lecture Series on Web Security

MobiCraNT User Committee Workshop

e | imited access to the device’s
hardware capabilities (e.g., GPS).
* Run slower than native apps.

Friday, February 1, 13



Two Kinds of I0S Apps

“Write once, run anywhere (WORA)”

o n S$554.Droid
L [ HTMLS /553 Motile Web 4 ™
‘- c ﬁ soft.vub.ac.be/~ebainomu/m¢
—

e R gl e ' soft.vub.ac.be/~ebainom. =]

| MobiCraNT User Committse Workshop 10S Development

Carrier = 2:01 AM —
HTMLS/CSS3 Mobile Web App - List View

i0S Development
MobiCraNT Lecture Series on Web Security

. Kick-off Meeting ) ) )
| MobiCraNT Lecture Series on Web Security
10S Development

MobiCraNT Lecture Series on Web Security MobiCraNT User Committee Workshop

MobiCraNT User Committee Workshop Kick-off Meeting

SR | Mac OS

Android OS

40
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Objective-C Programming Language

* Object-oriented programming language.

e Easy to learn— if you have experience with other O-O
languages such as Java or C++.

e Objective-C is a superset of C.

e Simple, small, powerful.

41
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Getting Started with I0OS Development

9&‘ HelloWorld
L..‘J ~/Iimplementations /MobiCrant

A MobiCraNT News
L-‘J ~/Implementations /MobiCrant

Welcome to Xcode

Version 4.2 (4D199)

Create a new Xcode project
Start building a new Mac, iPhone or iPad O

application from one of the included templates

Connect to a repository
Use Xcode's integrated source control features to
work with your existing projects

Learn about using Xcode
Explore the Xcode development environment with
the Xcode 4 User Guide

Go to Apple's developer portal
Visit the Mac and iOS Dev Center websites at

developer.apple.com L Last opened Yesterday 21:06

42
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Getting Started with I0OS Development

000 -

T = e T == | — B &8 o

20 A == 8 |[= <> D8
Choose a template for your new project:

A os , [ 2
Framework & Library "

e | Master-Detall OpenCL Came Page-Based
B MacOS X . Application Application Application

Application . 5 —_—

Framework & Library | x P §

Application Pug-in [ =] —

System Plug-in

D Single View Application

This template provides A STarting point for an Application that uses a single view. it provides a
view controlier Lo manage the view, and a storyboard or nib file that containg the view.

- MRS Rni A1 10

Cancel Previous | (SN

| [l Oosect Ubrary :) (21E)

R w1}
J : message 10 2 target object when. .

Cradient Button - Intercepts
mOuse-0owa eveats and seads an
T ACUON Mmessage 10 3 target object. .

Rounded Rect Button - Istercepts
mouse-down eveats and serds an
ACon message 1o a tanget object. .

Rounded Textured Button -
_ Ilesr et s mOuse At ety and
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Getting Started with I0OS Development

Loading

Choose options for your new project:

Product Name | HelloWorid| ]
Company identifier VUB |
Bundie identifier VUB Helloworld

Device Family | iPhone s |

o Use Storyboard
|| Use Automatic Reference Counting
[ Include Unit Tests

| Cancel | | Previous | [ Next | O U@
| (Ll object Lrary ) (=18
Push Button - Intercepts mouse-down

events and sends an action message to
rarget object when it's dicked or...

. Gradient Button - Intercepts mouse-
|| down events and sends an action
message to a target object when It's

Rounded Rect Button - Intercepts
moyse-down events and sends an
action message to 3 target object...

Rounded Textured Button -
sand

44
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Getting Started with I0OS Development

[ HelloWorld.xcodeproj — (= MainStoryboard.storyboard )

_LQA = » @ = <« > [MHelloworld | HelloWorld ) [~ MainStoryboard.storyboard | || MainStoryboard.storyboard (English) + No Selection

Helloworld
'1wp:.iossoxsn
¥ [ Helloworld

5] View Controller Scene

@ First Responder
» () View Controller

|

No Selection

View Controller

Tab Bar Controller - A controlier that
w } MABAOAE A sar of visw rontmlisrs thar
(+)

45
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Getting Started with I0S

-

MellowaridviewController.n
Welloworie

-
’ Copyright () 2031 Apple Inc. ALL rights
.“ui

3
¢ lepart “HellowerlaViewContraller. A
Sinplenentation MelloverieviewController
Seynthesize tentfield = _textFinle;
Saynthesize Lobel = _label;
aynthesize wsarfiene = _srerNane;
; (vaid)didhece iveMenoryWarning

[veper dideceiveMemarysaraingl;
’ 17 Release any cached data, images, etc that

aren’t i wae.
wi)
: fproges sark « View Lifecycle
-q(mc)-uuuu
lswper viewDidlosd);
- f7 00 any 201t ianal setup after Loading the
view, typically from & nib.

T
» ; (vai0)viewd LoUnLoad
" [self setTeatFieldunil)y
L [oal? setiabelinil);

' [svper viewDigunload);
~ /7 Ralease any retalned subviews of the main

wiew,
" ) I e self . myOutiet = all;
- ; (vald)view il UAppear: (2000 ) aninated
~
- ) lrwper viewillAgpcarianinated);
“ ; (vaid)viewd idhppear (D200 ) aninated
- ) [1eper viewDishppearisninates);
-

W= fvaidiviewililol 1 (000L) <

A Ovoe d

Development

Pl g ViewCortroter - ©

=
Ml owens +) (33188)
[ Novigation Contrelier - A comvaler that

AT AIGatiOn O 3 Nearaniy o veewt

Tab B € s A (ontraler Nl Busage
39T O e (OMTroReny TN OISt Tab bar

ey
Page View C oller - Mres . o
wen (artrpleny a) pages

Onject - Provide & somplene ‘or odgects and
Comraitery st GoecTly avaladie » wiertace
osde

Oesr 10 TN (3 Labol  Label - A virubly sied amoust of siane st

Round Rect Button  mtaresni .0 Fnts
and sends an schon meLaage 1o 4 Larpet obyec!
e T tapoed
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Getting Started with iOS Development

00 I HelloWorld.xcodeproj — = MainStoryboard.storyboard .
Bulld MelloWorld Succeeded | Today at 0015

Hello World!

Tab Bar Controller - A controller
that manages a set of view
controfiers that represent tab bar..
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Where to Start

-— http://developer.apple.com/library/mac/navigation/

Obj-C

Learn Objective-C

D iIOS Developer Library

+
Sample Code

http://developer.apple.com/library/ios/

Note: Xcode requires a Mac.

48
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